Welcome to St Joseph’s
Online Safety Workshop

17th October 2025




What you worried about in terms of keeping
yvour children safe online?

» Social media@ Mental health

» Meeting people online

» Grooming

» Accessing content inappropriate for their age
» Sharing their personal details e.g. location

» Online bullying

» Digital footprint




How to manage the risks
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Who they chat to What they see What they share
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Risks can happen anywhere, to anyone, at any time.
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What young people see online taniingnate

It is possible for children to come across harmful and adult content when
they are online. This is true for content accessed and viewed via social
media, online games, streams and websites.

Live comments and chats alongside other content including videos,
streams and games can be hurtful, harmful or unreliable.

It's important for children to consider the reliability of online material and
be aware that it might be written with a bias or not be true. Photos and
videos can be edited or inaccurate and Al has made it easier to create
content that looks realistic but is not real.




% Conduct

+ online reputation
How young people behave online » screen time

Children need to be aware of the impact that their online activity can have on
both themselves and others, and how other people may perceive them because
of what they say and do online. Employers, universities and colleges can carry
out social media checks before recruiting.

It's easy to feel anonymous online and it's important that children are aware
of who is able to view, and potentially share, the information, photos and
videos that they may have posted.

When using the internet, it's important to keep personal information (that
could identify who they are) safe and not share it with strangers.




» online bullyi
[ Contact bl

Who young people may be talking to online  * grooming

be who they say they are and that once a friend is added to an online
account, you may be sharing your personal information with them.

’ It is important for children to realise that new friends made online may not

iInappropriate sexual contact or approach by another person (including, but
not limited to, a request to meet up or a request for personal information and

[? Chop “m,} iImages/videos), it's vital that you report it to the police. This can be done by
STy calling 101 or visiting www.ceop.police.uk.

@ If you have concerns that your child is, or has been, the subject of




Online bullying

Also known as 'cyberbullying' - takes place online or using technology.

Cyberbullying can happen in many different ways including unkind
4 4 messages or comments, the sharing of embarassing photos or
exclusion from group chats.

hurtful as offline actions and that seeking to deliberately hurt or upset
someone is always unacceptable.

@ Children need to understand that their online actions can be just as




What can we do?

Discuss positive uses
of screen time and
activites your child
can do away from

devices.

Model a healthy
screen time balance
to your child.

Encourage your
child to always
'think before you
post'

Lead by example and
discuss the content
you share on social

media too

Have open and
‘curious’ conversations
about your child’s
online activities and
persona

Ensure parental
controls are on and
educate ourselves
about age ratings of
games/apps

Give your child
strategies to deal
with content they
don't want to see

For example,
speaking to you or
turning off the device

Consider setting up
a shared family
email address.

Your child can use
this when signing up
to new services,

Be in the same room as
the child when they
are online




Start on a positive note...
~

What do you like )
most about the

internet and why?
Whats your favourite
ame/app/site? }
\_ g P

/ Do you like to be creative online? N\
What have you created?

(It could be anything from a picture or
video to creating their own games, sites

\ or apps.)

Be curious, not furious

The internet ofters
brilliant opportunities for
making connections with
others. Who do you like
to keep in touch with
online and what apps/-
services do you use?




Keep the conversation

5
Do you have any
tips for how to be
positive and show
respect online?
i
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How might you know if you are
using the internet/technology

s

too much?

Do you know where to go for
help, where to find safety
advice and how to use safety
tools on your favourite apps

and games?

going...

What could you do if someone
online is making you or
someone you know feel
worried or upset?

a How does the
internet make you
feel? Do different

apps/games makes

you feel differently?

Help me!
Can your child show you how to
do something better/safer online?
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curious, not furious

As with any conversation, it is important that we try to stay calm, balanced and non-
judgemental.

If it's something that has made you angry, fearful or concerned, don’t tackle it straight away if
possible. Those feelings will affect the way we talk. Take a little time and, if possible, talk to
someone else about it. Your child’s school can be a great source of information, particularly
the class teacher and the Designated Safeguarding Lead and you can always contact us for
advice.

Don’t be too forceful otherwise there is the risk that they will close down. \

Consider a subtle approach instead of a head-on approach. For example, you could ask if the
subject is discussed at school and what they learn about it, or it could be something that has
been on the TV or you heard about it on the radio. —_— ‘

frustrated

Begin with open questions can help promote a discussion. =

How did you feel being online?

Which zone did you feel going online, why?



Be curious, not furious

» Keep listening, try not to interrupt even if there is a period of silence. They may be
thinking how they word something. \

» Provide context. Allow them to understand why some things are wrong, age
inappropriate or even illegal. In order to critically think and assess, they need
information. \

» Remind them of your family values; some parents may think that something is okay for
their children, but explain why you don’t think it is appropriate for your children.
\

» Children often talk of being punished. For example, if they open up to you and say that
they have seen explicit content by accident, they are fearful of their devices being
removed from them. This is seen as a punishment and consequence for something

that was out of their control. This is a judgement call that needs to be carefully
handled.




Understanding PEGI ratings
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Age ratings Content descriptors
How old should you be to play ... And why...
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Al and Your Child - A Quick Guide for
Parents

Think of Artificial Intelligence (Al) as a “clever computer helper.” It's the
technology behind things your child might already use:

» Chatbots like ChatGPT that can answer questions and write stories
Image generators that create pictures from text descriptions.

Smart filters on apps like Snapchat and TikTok.

Voice assistants like Alexa and Siri.
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It's creative and useful, but just like any online tool, it comes with risks we
need to understand.

» REMEMBER Al is not suitable for children under 13




The Risks to Be Aware Of with Al

» Inappropriate Content: Al doesn't have perfect judgment. It can sometimes
generate text or images that are not age-appropriate, even from an innocent
question.

» Misinformation (or "Hallucinations”): Al can present incorrect information as a
solid fact. It sometimes makes things up but states them very confidently, which
can be confusing for children using it for homework.

» Data Privacy: Many Al tools encourage users to sign up and share personal
information. It's often unclear who sees this data and how it's used.

» Deepfakes & Bullying: Al can be used to create realistic but fake images or videos
of people (including classmates). This can be a powerful tool for online bullying
and creating upsetting content.

» Persuasion & Scams: Al can be programmed to be very persuasive, potentially
tricking children into sharing personal details or clicking on unsafe links.




What can you do?

1. Be Curious & Chat Openly

» Stress that Al is a tool, not a trusted friend. It doesn't have feelings or know right
from wrong.

» Create a "no-shame, no-blame” environment. Encourage them to tell you
immediately if anything online makes them feel worried, sad, or uncomfortable.

2. Teach Critical Thinking

» Encourage them to question everything. Ask: "How do we know the Al is telling
the truth? Let's double-check that fact in a book or on a trusted website.”

» Remind them that Al can make fake images and discuss how they can be made.
3. Set Clear Boundaries Boundaries

» Never share personal information: Remind them that their full name, school,
address, and passwords are private and should never be typed into a chatbot.

» Use parental controls and safe search on all devices to limit exposure to adult
content and unauthorised apps.

» Agree on which apps and websites are okay to use, just as you would with any
other game or social media platform.




What care we doing in St Joseph’s to ensure our children

are safe online?

v v . vY

v

>

Weekly Online Safety Lessons

Weekly Computing lessons

Developing skills to support mental health and wellbeing
Teaching critical thinking skills throughout the wider
curriculum

Balancing screen time in lessons and homework
Allowing children to bring ‘brick’ phones in Y5/6 if they
walk to and from school alone (no camera or online
access)

Teach children to be ‘smart’ when online

Teach awareness of Al and the risks associated with this
Communicate Online Safety Policy to teachers and
parents (via website)

Celebrate Internet Safety Day

Take a zero tolerance approach to online bullying

Stay safe online by not sharing your

personal information.

Do not meet anyone who you
have only become friends with
online.

Do not accept messages and
friend requests from people
you do not know.

Reliable
Not everything online is
reliable. People online are
strangers and you can't always
trust everything they say.

Tell an adult you trust if
anything happens online that
you do not like.
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Identity

Online
Relationships

Online Reputation

Online Bullying

Health, Wellbeing
and Lifestyle

Privacy and
Security

Managing Online
Information

Copyright and
Ownership




What are the signs of online abuse?

» Seeming distant, upset or angry
» Not wanting to leave the house/go to school

» Or the opposite, seeming extremely happy and
confident

» Wanting to go out and meet ‘friends’ you don’t know
about

» Spending more (or less) time online

» Becoming secretive with devices or profiles




Next steps to take

» Ensure you have parental controls set up on the internet and devices.

» Are the games and apps they’re using appropriate to their age? Have a
conversation and agree some rules with your child about what games and apps
they’re allowed to use. While there are risks with most online platforms, we'd
recommend only letting your child use apps that have privacy settings and a
'report and block' feature.

» Do they know about the safety and privacy features of the apps they're using?
Such as:

» Privacy settings. Are their accounts public or private?
» Do they know how to block and report? Are those features available?
» Can you turn features off, such as chat and in-app purchases?

» Do they know what personal and private information is, and what is and is not
appropriate to share online?

» What are their profiles on their games and apps? What does the profile say about
them? What does the image or avatar say about them?




Useful resources O Childnet

NSPCC

(1) UK Safer Internet Centre

REPORT
HARMFUL
CONTENT

childline

ONUNE, ON THE PHuNE, ANYTIME

ST JOSEPH’S
CATHOLIC PRIMARY SCHOOL




